Smart card cloning is easy!
(GSM SIMs)

Charles Brookson
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The stages

Scan the SIM to extract IMSI (just read it!)
and Ki, the 128 bit key (for COMP128-1
only, so far....)

Now put the IMSI and Ki into some card
software

And then copy it into a new SIM card
We now have a cloned SIM
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First we need to read the SIM

« A small reader, connected to a serial port.
Home made for $5

© Charles Brookson 2005

Then we need to find Ki

* We need Ki and IMSI, we can use
Simscan from Dejan’s pages that will
break COMP128-1




Here’s the software

e Simscan ready to go....

* | Sim Scan v2.01 by Dejan Kaljevic (c)... [= |5
COM Part COM Part Speed

oMt ~| | 9600bps 367 Mhz | Test

¥ GetATR

[~ Shang Ki Find Ki

[~ GetINS  Get v A3S Limit

[ GetFiles 53438 “WH Ki & IMSI

Exit
ehail. dejan{@net.yu
“wheb: hitp: A dusers net yud~dejan Help

© Charles Brookson 2005

Now scanning the card

« Searching for the key

: (= [0 [x
COM Port COM Fort Speed

|coM1 =] | 9600bps 357Mhz | Test

A38 Limit: 63488 Strong Ki: Mo

Cancel
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Getting there

* The result slowly appears (this one looks
interesting!)

COM Port COM Port Speed

|coMt ~| | 9E00bps 357MKe =] Test

¥ GetATR ™ ShongKi Find Ki

[ GetINS  Get [ 38 Limit AJ8 Count; 27245

A58 Limit. 53485 Strong Ki: Mo

63488 WR Ki% M|

™ Get Fies —} Ki=  FF 00 00 00 FF 0000 00 FF 00 00 00 FF 0000 00
Exit P10 C1:4277 1

ehait dejanEnet yu

00 4C054BCE 00340039 00000053 0001EEDC
‘wheb: https/fusers. net.pu/~dejan Help

Cancel
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Now we have it!

* This was a SIM supplied to delegates at a
meeting, Ki is a bit obvious isn'’t it!

COM Port COM Port Speed
[Com1 =] | 9800bps 357 Mhz =]

W GetATR IMSI & Ki Info
I~ GetlNs G

I GetFiles

£38 Count, 28650 A3% Limit: 53485 Strong Ki: Mo
IMSI: 035950100035071004

Ki= FF FF-FF FF FF FF FF [FF) FF FF FF FF FF FF FF (FF)

K FRFFRFEFRRFERFEFRFEFRRFERREERFET

IMSI and Ki are stored in “imsi_ld.dat”, PO Ci:d27? i
00 4COS4BCE 00340033 000000FF 00000004 13230000 00000001

1D861CA4 DOOEDDOD 01070000

Kiis tested and it is comact! Cancel
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Now to create the software

» Using some more software from the
Internet called KiSsMi we create the
software for the card

- Ki 5sMi Hexgenerator

. ne

de 1 FFFFFFFFFFFFFFFFEF] FFFFE__|

Imzi Code 1 a0
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We now need to program the SIM

* We use a single chip PIC computer which
is in a SIM shaped package (GOLD
CARD)

* We use a smart card programmer (easily
bought on the Internet)

» And then we program up the card....
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The programmer.....

« With the card ready to go
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The software for the programmer

» Just load in the software we created with
KiSsMi using VxTools

/. Vx Cardmaster vB.1 (Vaicro Series)
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And we now have a cloned card

* Note: My way is rather long! Many people
sell the equipment cheaply...
e Only works with COMP128-1

* So now please think about changing to a
new algorithm..........
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